
Cybersecurity Human Capital: Initiatives Need
Better Planning and Coordination

U.S. Government Accountability Office, U.S. Government

Click here if your download doesn"t start automatically

http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X


Cybersecurity Human Capital: Initiatives Need Better
Planning and Coordination

U.S. Government Accountability Office, U.S. Government

Cybersecurity Human Capital: Initiatives Need Better Planning and Coordination U.S. Government
Accountability Office, U.S. Government
GAO-12-8. Threats to federal information technology (IT) infrastructure and systems continue to grow in
number and sophistication. The ability to make federal IT infrastructure and systems secure depends on the
knowledge, skills, and abilities of the federal and contractor workforce that implements and maintains these
systems. In light of the importance of recruiting and retaining cybersecurity personnel, GAO was asked to
assess (1) the extent to which federal agencies have implemented and established workforce planning
practices for cybersecurity personnel and (2) the status of and plans for governmentwide cybersecurity
workforce initiatives. GAO evaluated eight federal agencies with the highest IT budgets to determine their
use of workforce planning practices for cybersecurity staff by analyzing plans, performance measures, and
other information. GAO also reviewed plans and programs at agencies with responsibility for
governmentwide cybersecurity workforce initiatives. Federal agencies have taken varied steps to implement
workforce planning practices for cybersecurity personnel. Five of eight agencies, including the largest, the
Department of Defense, have established cybersecurity workforce plans or other agencywide activities
addressing cybersecurity workforce planning. However, all of the agencies GAO reviewed faced challenges
determining the size of their cybersecurity workforce because of variations in how work is defined and the
lack of an occupational series specific to cybersecurity. With respect to other workforce planning practices,
all agencies had defined roles and responsibilities for their cybersecurity workforce, but these roles did not
always align with guidelines issued by the federal Chief Information Officers Council and National Institute
of Standards and Technology (NIST). Agencies reported challenges in filling highly technical positions,
challenges due to the length and complexity of the federal hiring process, and discrepancies in compensation
across agencies. Although most agencies used some form of incentives to support their cybersecurity
workforce, none of the eight agencies had metrics to measure the effectiveness of these incentives. Finally,
the robustness and availability of cybersecurity training and development programs varied significantly
among the agencies. For example, the Departments of Commerce and Defense required cybersecurity
personnel to obtain certifications and fulfill continuing education requirements. Other agencies used an
informal or ad hoc approach to identifying required training. The federal government has begun several
governmentwide initiatives to enhance the federal cybersecurity workforce. The National Initiative for
Cybersecurity Education, coordinated by NIST, includes activities to examine and more clearly define the
federal cybersecurity workforce structure and roles and responsibilities, and to improve cybersecurity
workforce training. However, the initiative lacks plans defining tasks and milestones to achieve its
objectives, a clear list of agency activities that are part of the initiative, and a means to measure the progress
of each activity. The Chief Information Officers Council, NIST, Office of Personnel Management, and the
Department of Homeland Security (DHS) have also taken steps to define skills, competencies, roles, and
responsibilities for the federal cybersecurity workforce. However, these efforts overlap and are potentially
duplicative, although officials from these agencies reported beginning to take steps to coordinate activities.
Furthermore, there is no plan to promote use of the outcomes of these efforts by individual agencies. ~

 Download Cybersecurity Human Capital: Initiatives Need Bett ...pdf

 Read Online Cybersecurity Human Capital: Initiatives Need Be ...pdf

http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X
http://bookengine.site/go/read.php?id=147811214X




Download and Read Free Online Cybersecurity Human Capital: Initiatives Need Better Planning and
Coordination U.S. Government Accountability Office, U.S. Government

From reader reviews:

Kathryn Sheffield:

Have you spare time for just a day? What do you do when you have far more or little spare time? Yes, you
can choose the suitable activity intended for spend your time. Any person spent their particular spare time to
take a stroll, shopping, or went to the particular Mall. How about open or maybe read a book eligible
Cybersecurity Human Capital: Initiatives Need Better Planning and Coordination? Maybe it is to become
best activity for you. You know beside you can spend your time using your favorite's book, you can cleverer
than before. Do you agree with the opinion or you have other opinion?

Charles Howell:

Often the book Cybersecurity Human Capital: Initiatives Need Better Planning and Coordination will bring
you to the new experience of reading any book. The author style to describe the idea is very unique. Should
you try to find new book to learn, this book very ideal to you. The book Cybersecurity Human Capital:
Initiatives Need Better Planning and Coordination is much recommended to you you just read. You can also
get the e-book from official web site, so you can more easily to read the book.

William White:

Reading can called mind hangout, why? Because if you find yourself reading a book specifically book
entitled Cybersecurity Human Capital: Initiatives Need Better Planning and Coordination your mind will
drift away trough every dimension, wandering in every single aspect that maybe unfamiliar for but surely can
be your mind friends. Imaging every single word written in a publication then become one form conclusion
and explanation that will maybe you never get ahead of. The Cybersecurity Human Capital: Initiatives Need
Better Planning and Coordination giving you a different experience more than blown away your brain but
also giving you useful info for your better life within this era. So now let us demonstrate the relaxing pattern
is your body and mind will be pleased when you are finished studying it, like winning a casino game. Do you
want to try this extraordinary wasting spare time activity?

Audra Yoder:

Some individuals said that they feel fed up when they reading a book. They are directly felt this when they
get a half parts of the book. You can choose the particular book Cybersecurity Human Capital: Initiatives
Need Better Planning and Coordination to make your own personal reading is interesting. Your own personal
skill of reading ability is developing when you similar to reading. Try to choose straightforward book to
make you enjoy you just read it and mingle the impression about book and studying especially. It is to be
first opinion for you to like to available a book and learn it. Beside that the reserve Cybersecurity Human
Capital: Initiatives Need Better Planning and Coordination can to be a newly purchased friend when you're
experience alone and confuse using what must you're doing of the time.
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