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Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is a Cisco-
authorized, self-paced learning tool for CCNA® Security 640-554 foundation learning. This book provides
you with the knowledge needed to secure Cisco® networks. By reading this book, you will gain a thorough
understanding of how to develop a security infrastructure, recognize threats and vulnerabilities to networks,
and mitigate security threats.
 
This book focuses on using Cisco IOS routers to protect the network by capitalizing on their advanced
features as a perimeter router, firewall, intrusion prevention system, and site-to-site VPN device. The book
also covers the use of Cisco Catalyst switches for basic network security, the  Cisco Secure Access Control
System (ACS), and the Cisco Adaptive Security Appliance (ASA). You learn how to perform basic tasks to
secure a small branch office network using Cisco IOS security features available through web-based GUIs
(Cisco Configuration Professional) and the CLI
on Cisco routers, switches, and ASAs.
 
Whether you are preparing for CCNA Security certification or simply want to gain a better understanding of
Cisco IOS security fundamentals, you will benefit from the information provided in this book.
 
Implementing Cisco IOS Network Security (IINS) Foundation Learning Guide, Second Edition, is part of a
recommended learning path from Cisco that includes simulation and hands-on training from authorized
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide,
please visit www.cisco.com/go/authorizedtraining.
 
-- Develop a comprehensive network security policy to counter threats against information security
-- Secure borderless networks
-- Learn how to use Cisco IOS Network Foundation Protection (NFP) and Cisco Configuration Professional
(CCP)
-- Securely implement the management and reporting features of Cisco IOS devices
-- Deploy Cisco Catalyst Switch security features
-- Understand IPv6 security features
-- Plan threat control strategies
-- Filter traffic with access control lists
-- Configure ASA and Cisco IOS zone-based firewalls
-- Implement intrusion prevention systems (IPS) and network address translation (NAT)
-- Secure connectivity with site-to-site IPsec VPNs and remote access VPNs
 



This volume is in the Foundation Learning Guide Series offered by Cisco Press®. These guides are developed
together with Cisco as the only authorized, self-paced learning tools that help networking professionals build
their understanding of networking concepts and prepare for Cisco certification exams.
 
Category: Cisco Certification
Covers: CCNA Security IINS exam 640-554
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From reader reviews:

Bobbie Flores:

This Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition)
(Foundation Learning Guides) book is not ordinary book, you have after that it the world is in your hands.
The benefit you get by reading this book is actually information inside this e-book incredible fresh, you will
get information which is getting deeper you actually read a lot of information you will get. This kind of
Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition)
(Foundation Learning Guides) without we comprehend teach the one who studying it become critical in
contemplating and analyzing. Don't be worry Implementing Cisco IOS Network Security (IINS 640-554)
Foundation Learning Guide (2nd Edition) (Foundation Learning Guides) can bring once you are and not
make your carrier space or bookshelves' come to be full because you can have it with your lovely laptop
even cell phone. This Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning
Guide (2nd Edition) (Foundation Learning Guides) having fine arrangement in word along with layout, so
you will not experience uninterested in reading.

Ines Patterson:

Reading can called thoughts hangout, why? Because if you are reading a book specifically book entitled
Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition)
(Foundation Learning Guides) the mind will drift away trough every dimension, wandering in every single
aspect that maybe not known for but surely can become your mind friends. Imaging just about every word
written in a book then become one web form conclusion and explanation which maybe you never get just
before. The Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd
Edition) (Foundation Learning Guides) giving you one more experience more than blown away your brain
but also giving you useful facts for your better life within this era. So now let us demonstrate the relaxing
pattern here is your body and mind will likely be pleased when you are finished looking at it, like winning an
activity. Do you want to try this extraordinary spending spare time activity?

Glenn Herrera:

The book untitled Implementing Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide
(2nd Edition) (Foundation Learning Guides) contain a lot of information on the idea. The writer explains her
idea with easy way. The language is very straightforward all the people, so do not necessarily worry, you can
easy to read the item. The book was authored by famous author. The author provides you in the new time of
literary works. It is possible to read this book because you can please read on your smart phone, or gadget, so
you can read the book inside anywhere and anytime. If you want to buy the e-book, you can start their
official web-site and order it. Have a nice examine.



Royce Woods:

Is it you actually who having spare time in that case spend it whole day by simply watching television
programs or just lying down on the bed? Do you need something totally new? This Implementing Cisco IOS
Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning Guides)
can be the solution, oh how comes? The new book you know. You are thus out of date, spending your free
time by reading in this completely new era is common not a geek activity. So what these textbooks have than
the others?
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